Acknowledgements

This Training Report would not have been possible without the help and guidance of a number of people. I feel great pleasure in conveying my thanks to them.

It is a pleasure to acknowledge the assistance received from Dr. D.C. Surana, Director Sir, Prof. R.K Jain, Chairman, Department of Training, and Placement & Development of our college for arranging a seat for me in such a reputed company. The training has surely increased my practical knowledge.

I express deep sense of gratitude to Dr. M.P. Chacharkar, Director, Defence Laboratory, Jodhpur, for allowing me to undergo training in the organization. Thanks to Dr. Avadhare Head, Remote Sensing Division, who showed deep concern in allowing me to receive training in the Remote Sensing Division of the Laboratory and Dr. P.K. Ghosh, Oi/C, Training Cell, for arranging for the same. I extend my profound thanks to my project guide, Sh. T.R. Paturkar, Oi/C, Visual Camouflage Division, under whose supervision I completed the project. 

My heartiest thanks and gratitude to Sh. R.Vijayraghavan, who reviewed my work, gave valuable suggestions and helped me whenever I faced any problem in the development of this project. The successful completion of the training, and hence, this training report is the outcome of their guidance and concern.

Last, but not the least,I would like to thank the entire staff of Defence Laboratory, Jodhpur, who made me feel myself as a part of the organization and helped us, directly or indirectly, in accomplishing my job.    

Anurodh Bohra
PREFACE

As a part of 4 year B. E. Curriculum. The Rajasthan University, Jaipur makes the engineer to undergo a practical training of forty five days from a recognized organization/ institute. The object of this training is to understand the fundamentals with the practical experience and difficulties, which arise during working.

Steganography resurfaced into the public's awareness a few months ago when USA Today published a sensationalist story claiming that terrorists were using the Internet to distribute secret messages hidden in pornographic images. While no actual proof has ever been uncovered that members of Al Qaeda really did use this method, what raises hairs among the intelligence community is that they could have, and that it could be very hard to intercept and decode those messages. But now the jinni of steganography is out of its bottle and all over the Internet. It could even be lurking in GIS data.
The rise of the Internet and multimedia techniques in the mid-1990s has prompted increasing interest in hiding data in digital media. Early research concentrated on watermarking to protect copyrighted multimedia products (such as images, audio, video, and text). Data embedding has also been found to be useful in covert communication, or steganography. The goal was and still is to convey messages under cover, concealing the very existence of information exchange.
The idea and practice of hiding information exchange has a long history. Traditional techniques of steganography, or covered writing in Greek, ranged from tattooing the shaved head of a trusted messenger during ancient times (as reported by the 5th century Greek historian Herodotus) to using invisible ink during the two World Wars in the 20th century. Modern steganography employs digital media content as camouflage, powerful computers and signal-processing techniques to hide secret data, and methods to distribute stego-media throughout cyberspace, thus posing a serious challenge to scientists and professionals alike in the field of information security.
ABSTRACT

The project report has been compiled based on the work carried out under the summer training program and project entitled ““Hiding data in a .bsq file-A concept of Steganography”. In this project an attempt has been made to work with image files which are used to hide some secret data in the image files and by retrieving the same stored information from that file, and simultaneously displaying on the screen. This concept is implemented using LSB substitution method. Insight understanding is acquired in handling of the files for various windows environment which deploys various file formats, as knowledge of windows file formats and file handling is required for this project. With the file-handling concept, graphics functions were also studied. The resources used include ‘TC’ as the Integrated Development Environment, and the platform, for which the software has been developed, is Windows 95 or later, or Windows NT 4.0 with NT Service Pack 3 or later. 
LEARNING OBJECTIVE

A. Short Term
The main short-term advantage after completing the training was an idea of the industrial environment, the strict and disciplined schedule of the company. This helped me a lot to build inside me the zeal to learn more, to be highly precise and accurate in my working. It helped in understanding the relationship that should be maintained between an officer and a worker, officer and a trainee and also between worker and trainee. The good and learning environment helped a lot to understand the difficulties or problems faced during the project completion.

B. Long Term
The introduction to an official as well as industrial environment would help a lot in future to work in any company; to cope up with the increasing competition in the market also it would help in building up a good relationship between me and the colleagues. This industrial training has helped me a lot, given me the confidence to stand in the competitive corporate world.

SCOPE OF TRAINING

    At the DEFENSE LABORATORY (DRDO):

1. Training schedule very strict, even minutes are taken into account.

2. Employees and workers are much disciplined.

3. Training imparted by experienced personnel.

4. The projects are made on latest concepts and newest technologies. The subject on which my project is based is a very nascent subject.

5. DRDO (Defense Lab.) is a big name in the field of training in various streams varying from the concepts in electronics to the lengths and breadths of software.

         All these factors signify quality training, and what else quality is what everybody wants in today’s competitive world. Thus scope of training in DRDO is very bright. There are ample chances of companies ready to accept a fresher who has had his experiences in the Defense Lab. More then that the disciplined environment of the organization makes it an excellent choice for the students to learn something in an organized and planned manner.

METHODOLOGY

The training at Defense Lab. was both of instructional and demonstrative type. The schedule of training was so designed so that a very mediocre student was also able to gain the maximum. Regular lectures were held to equip us the theoretical portion also, which is a very important aspect. Firstly I was taught the basics of imaging and the concepts of an image file so as to know that how images file is displayed on console. Next I was told about the various file formats available to us in windows. Ample practical practice opportunities were provided. After this I was told abut the concepts of Steganography and I was suggested to refer to the monthly journals related to the subject. Brief introduction of the subject (Steganography) itself was given.
After this process I was explained with the hows and what’s of the subject and finally I
was asked to make the project using images having the .bsq file format. The host file was
to be the .bsq file and the secret data file was to be the .txt file. Thus it was a very 
systematic methodology. It helped me a lot in developing an attitude of a professional. 
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